Acceptable Use Policy

This Acceptable Use Policy (AUP) describes prohibited uses of CloudWave Services. The examples
described in this AUP are not exhaustive. Abuse or misuse of the Services may result in suspension
or termination of the Services. We reserve the right, but do not assume the obligation, to investigate
any violation of this AUP or misuse of the Services.

No Illegal, Infringing, Harmful, or High-Risk Activity
•

Illegal: Any activities that are illegal under local, state, federal or international law while using
CloudWave-owned resources.

•

Infringing: Violations of the rights of any person or company protected by copyright, trade
secret, patent or other intellectual property, or similar laws or regulations, including, but not
limited to, the installation or distribution of "pirated", unapproved software applications.

•

Harmful: Introduction of destructive or malicious programs into networks, servers or any
other CloudWave device or environment (e.g., viruses, worms, Trojan horses, e-mail bombs,
etc.).

•

High Risk: Inappropriate use of CloudWave computing assets to transmit, retrieve or store
materials for gambling, pornography, pyramid schemes, or any other abusive activity.

No Security Violations, Network Interference or Unauthorized Probing
•

Security Violations: Unauthorized access, use or modification of a network or computing
system to seek vulnerabilities within CloudWave systems or any other system.

•

Network Interference: Unauthorized connection to any user, host or network for prohibited
activities, including Denial of Service (DoS) attacks, system overloading, intentional system
interference, and manual or electronic methods to restrict system access and storage.

•

Unauthorized Probing: Unauthorized access to or use of data, systems or networks, including
any attempt to probe, scan or test the vulnerability of a system or network or to breach
security or authentication measures without express authorization of CloudWave or the
owner of a system or network.

No Communication System Abuse
Communication System Abuse: Distributing, publishing, or facilitating unsolicited mass email or
other communications to promote, advertise or solicit. Additionally, no impersonating anyone or any
organization through the use of altering mail headers or other methods without the sender’s
permission.

